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Deep packet inspection 

DPI technology from the standpoint of Internet governance studies: An introduction 
http://dpi.ischool.syr.edu/Technology_files/WhatisDPI-2.pdf  
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DPI applications and incidents 

• Bandwidth management 
– USA, Canada, Netherlands, China 

• Advertising 
– USA, UK/Europe, South Korea, Brazil 

• Governmental surveillance 
– USA (NSA), Iran, Tunisia 

• Censorship/content regulation 
– China, Tunisia, Iran 

• Copyright protection 
– USA, Europe 

• Intrusion Detection/Intrusion Prevention 



DPI as “disruptive technology” 

• Tension or conflict with three fundamental 
principles of Internet governance: 

 

– The end to end argument (a.k.a. net neutrality) 

– Intermediary immunity 

– Expectations of privacy 



General Research question 

• Is the disruptive potential of DPI being 
realized?  

– Will DPI transform Internet governance, or will 
Internet regulation “tame” or control DPI 
capabilities to keep them consistent with prior 
norms? 



Measuring DPI use for bandwidth 
control 

• Glasnost test (Dischinger et al) 
– Crowd-sourced network test 

• How Glasnost works:  
– Upload file using bittorrent (BT) on BT port 
– Upload file using non-BT protocol on BT port 
– Upload file using BT on random port 
– Upload file using non-BT protocol on random port 
– Repeat 4 steps above for downloads 
– 24 flows in all (about 6 minutes) 
– Comparisons of BT and non-BT results reveals application-

specific throttling (significantly different speeds) 
– Also detects port blocking and application-specific blocking 



BitTorrent manipulation by country 
(Positive tests as a percentage of all valid tests) 





Comcast tells FCC 
new method fully 

deployed 

Aug 2008 FCC decision 

Change to Glasnost v.2 



Canada 

0% 

10% 

20% 

30% 

40% 

50% 

60% 

70% 

80% 

90% 

100% 

2010Q2 2010Q3 2010Q4 2011Q1 2011Q2 2011Q3 2011Q4 2012Q1 

ASN852 - Telus Advanced Communications BACOM - Bell Canada 

CANET-ASN-4 - Bell Aliant Regional Communications Inc. COGECOWAVE - Cogeco Cable 

EASTLINK-HSI - EastLink ROGERS-CABLE - Rogers Cable Communications Inc. 

SHAW - Shaw Communications Inc. TEKSAVVY-TOR TekSavvy Solutions Inc. Toronto 

VIDEOTRON - Videotron Telecom Ltee 



China 

0 

0.1 

0.2 

0.3 

0.4 

0.5 

0.6 

0.7 

0.8 

0.9 

2008 2009 2010 2011 

China Telecom 

China Telecom 



Comparison 

• In the US and Canada, DPI deployment led to 
disruptive change in Internet regulation, but net 
neutrality norms reaffirmed 

• In China regulators failed to respond to user 
agitation with a regulatory proceeding and 
nothing really changed 

• In China bandwidth management issues are 
subordinate to the larger question of national 
security and how the state maintains economic 
and political control of information, public 
discourse and the economy 
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